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OAuth

● Predominant Web SSO, e.g., 
● Foundation for OpenID Connect. e.g., 
● Many modes and options:

 - 4 different modes of interaction
 - absence and presence of client secrets
 - redirect URI limitations incl. URI patterns
 - …

What happens if all modes and options are used

in combination?

OAuth 2.0: widely used standard for web authorization and SSO 
(RFC 6749)
 



Daniel Fett, Ralf Küsters, Guido SchmitzOSW 2016 21

OAuth Modes

Implicit Mode

Authorization Code Mode

Resource Owner Password Credentials Mode

Client Credentials Mode

most common
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Implicit Mode

Browser rp.com Facebook

1. "Login with Facebook."

2. user authentication

6. retrieve data using  AT 

3. Redirect to rp.com with Access Token  AT  in URI fragment (# AT ...)

5. send  AT 

7. logged in

4. retrieve URI (w/o token)
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Authorization Code Mode

Browser rp.com Facebook

1. "Login with Facebook."

2. user authentication

6. retrieve data using  AT 

3. Redirect to rp.com with Authorization Code  AC  in URI

4. Request URI with  AC 

7. logged in

5. retrieve access token  AT  using  AC 
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Multiple IdPs
Facebook

Github
Browser rp.com

1. "Login with Facebook."

2. user authentication

3. Redirect to rp.com with  AT or AC

4. retrieve URI

Facebook
or

Github ?
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Multiple IdPs
Facebook

Github
Browser rp.com

1. "Login with Facebook."

2. user authentication

3. Redirect to rp.com/facebook-ep with  AT or AC

4. retrieve URI

Naïve User Intention Tracking
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Multiple IdPs
Facebook

Github
Browser rp.com

1. "Login with Facebook."

2. user authentication

3. Redirect to rp.com with  AT  or  AC

4. retrieve URI

Explicit User Intention Tracking

Facebook
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Authorization Property

Browser rp.com Facebook

1. "Login with Facebook."

2. user authentication

retrieve data
using  AT 

3. Redirect to rp.com with  AT  or  AC

4. retrieve URI

5. retrieve data using  AT 
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Authentication Property

Browser rp.com Facebook

1. "Login with Facebook."

2. user authentication

6. retrieve data using  AT 

3. Redirect to rp.com with Access Token  AT   in URI fragment (# AT ...)

5. send  AT 

7. logged in

4. retrieve URI (w/o token)
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Session Integrity Property

Browser rp.com Facebook

1. "Login with Facebook."

2. user authentication

5. retrieve data using  AT 

3. Redirect to rp.com  AT  or  AC

4. retrieve URI
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OAuth 2.0 Formal Analysis Efforts
● Mostly analysis of specific implementations, not the 

standard itself [2-5]

● Formal analysis in [1], but based on less detailed 
web model, not all options/modes.

● So far, no security proof

[1] C. Bansal, K. Bhargavan, A. Delignat-Lavaud, and S. Maffeis. Discovering Concrete 
Attacks on Website Authorization by Formal Analysis. Journal of Computer Security, 
2014.

[2] E. Y. Chen, Y. Pei, S. Chen, Y. Tian, R. Kotcher, and P. Tague. OAuth Demystified for 
Mobile Application Developers. CCS ’14.

[3] W. Li and C. J. Mitchell. Security issues in OAuth 2.0 SSO implementations. ISC 2014. 
[4] M. Shehab and F. Mohsen. Towards Enhancing the Security of OAuth Implementations in 

Smart Phones. 2014 IEEE International Conference on Mobile Services. 
[5] S.-T. Sun and K. Beznosov. The Devil is in the (Implementation) Details: An Empirical 

Analysis of OAuth SSO Systems. CCS’12.
...
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Assumptions
● Follow RFC 6749 (OAuth 2.0 Standard),

i.e., no stupid bugs

● Follow security recommendations for OAuth    
and common best practices,
e.g., CSRF protection, HTTPS, Sessions.

● Malicious RPs, IdPs and browsers

● No open redirectors or untrusted JS on honest 
RPs/IdPs
(a cause for known attacks)

● Authorization: Network attacker
Authentication: Network attacker
Session Integrity: Web attackers
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Session Integrity: Network Attacker

Browser rp.com

some unencrypted  HTTP request

HTTP response

some encrypted  HTTPS request
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Attacks: Overview
● 307 Redirect Attack

(  Authorization & Authentication)⚡

● IdP Mix-Up Attack
(⚡ Authorization & Authentication)

● State Leak Attack
(⚡ Session Integrity)

● Naïve RP Session Integrity Attack
(⚡ Session Integrity)
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307 Redirect Attack

Browser rp.com Facebook

1. "Login with Facebook."

2. user authentication

5. retrieve data using  AT 

3. Redirect to rp.com with AT or AC

4. retrieve URI
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307 Redirect Attack

Browser rp.com Facebook

3. 307 Redirect to rp.com with  AT or AC

4.a Request URI
 + username & password 

2.a Request user authentication

2.b Request user login

2.c Send  username & password 

HTTP Status Code 307:
Redirect repeats POST data

in new request

!
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307 Redirect Attack

Mitigation:

  Make 303 or any other method that does not forward POST data.

OAuth standard says: 
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Attacks: Overview
● 307 Redirect Attack

(⚡ Authorization & Authentication)

● IdP Mix-Up Attack
(⚡ Authorization & Authentication)

● State Leak Attack
(⚡ Session Integrity)

● Naïve RP Session Integrity Attack
(⚡ Session Integrity)
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IdP Mix-Up Attack in Implicit Mode

Browser rp.com Facebook

1. "Login with Facebook."

2. user authentication

Often unencrypted or 
vulnerable to TLS stripping

since no confidential
data is transfered.

6. retrieve data using  AT 

3. Redirect to rp.com with Access Token  AT  in URI fragment

5. send  AT 

7. logged in

4. retrieve URI (w/o token)

Usually encrypted.
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IdP Mix-Up Attack in Implicit Mode

Browser rp.com Facebook

1.a "Login with Facebook"

1.b OK, Authenticate at Attacker

Attacker

Facebook

2. user authentication

3. Redirect to rp.com with Access Token  AT  in URI fragment

5. send  AT 

4. retrieve URI

"User will now
log in using

Attacker as IdP"

6. use  AT ! 6. retrieve data using  AT 
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IdP Mix-Up Attack

More details have to be taken care of:

● Breaking authentication instead of authorization 
(some additional steps)

● Client Identifiers (i.e., RPs identify themselves to IdPs)

● Client Credentials (i.e., RPs authenticate to IdPs)

● In OpenID Connect: Message signing, "ID Token", endpoint 
discovery, etc.

→ Sucessfully attacked real-world implementation.

Multiple/malicious IdPs.
Related problems:

[Bansal et al. 2012]
[Mladenov et al. 2015]

+ Variants
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IdP Mix-Up Attack: Mitigation

Browser rp.com Facebook

1.a "Login with Facebook"

1.b OK, Authenticate at Attacker

Attacker

Facebook

2. user authentication

3. Redirect to rp.com with Access Token  AT  in URI fragment

5. send  AT 

4. retrieve URI

"User will now
log in using

Attacker as IdP"

btw: I'm Facebook

btw: IdP is Facebook

"I thought IdP
was Attacker!"

STOP
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Attacks: Overview
● 307 Redirect Attack

(⚡ Authorization & Authentication)

● IdP Mix-Up Attack
(⚡ Authorization & Authentication)

● State Leak Attack
(⚡ Session Integrity)

● Naïve RP Session Integrity Attack
(⚡ Session Integrity)
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State Leak Attack
Browser rp.com Facebook

1. "Login with Facebook."

2. user authentication

3. Redirect to rp.com with AC

state

state state

state

state

4. Submit AC

state

5. Fetch External Resources
Referer: URI with state

7. Redirect to rp.com with Evil-AC

state

6. Fetch Evil-AC
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State Leak Attack
Browser rp.com Facebook

8. Submit Evil-AC

state

5. Fetch Additional Resources
Referer: URI with state

7. Redirect to rp.com with Evil-AC

state

6. Fetch Evil-AC

9. Use Evil-AC
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State Leak Attack: Mitigation
● Make state single-use

(so far, not suggested by the standard)
● Avoid state to be leaked

→ Referrer Policies (W3C Draft)
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Attacks: Overview
● 307 Redirect Attack

(⚡ Authorization & Authentication)

● IdP Mix-Up Attack
(⚡ Authorization & Authentication)

● State Leak Attack
(⚡ Session Integrity)

● Naïve RP Session Integrity Attack
(⚡ Session Integrity)
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Naïve RP Session Integrity Attack
Browser rp.com Facebook

1. "Login with Attacker."

2. user authentication

4. Redirect to rp.com/facebook-ep with  AT

state

state state

state

state

5. Submit  AT

state

3. Fetch  AT

6. retrieve data using  AT 
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Naïve RP SI Attack: Mitigation

→ Use explicit user intention tracking only.
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Attacks: Overview
● 307 Redirect Attack

(⚡ Authorization & Authentication)

● IdP Mix-Up Attack
(⚡ Authorization & Authentication)

● State Leak Attack
(⚡ Session Integrity)

● Naïve RP Session Integrity Attack
(⚡ Session Integrity)
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OAuth 2.0: Security Proof
Model closely follows OAuth 2.0 Standard and current 
best practices.

● Unbounded number of IdPs, RPs, Browsers

● IdPs, RPs, Browsers can be corrupted

● Authorization: Network Attacker
Authentication: Network Attacker
Session Integrity: Web Attackers

● All modes and options run concurrently.
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OAuth 2.0: Security Proof
Theorem:

OAuth 2.0 satisfies Authorization, Authentication and 
Session Integrity Properties.
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Thank you!
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